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Railway CyberSecurity challenges

Railway-specific challenges need to be addressed
Attackers have fairly easy physical access

The train is only one part of an diverse cross-border 
eco-system

There are safety-critical and non safety-critical systems 
in the environment

Commercially viable methods for operators, 
manufacturers and vendors are needed

 Synchronization points between stakeholders 
as well as safety and security required
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CENELEC TC 9X/WG 26

WG 26

 Working Group on “Railway Applications – Cybersecurity” 

 Covers Signaling, Rolling Stock, Fixed Installation

 ~90 experts (20-30 experts participating to F2F meetings)

 Experts from 13 countries (+ SBS, ERA and ENISA as 
observer)

Goal

 Establish a TS for handling CyberSecurity in an unified 
way for the whole railway sector

 Based on already existing Industrial CyberSecurity
security standards (e.g. IEC 62443)

Timeline

 July 2017: Creation of TC9X – WG 26 to produce a 
Technical specification (TS 50701)

 June 2019: First enquiry on prTS 50701 draft

 Dec 2020: Final version submitted to NC vote

 In European Voting process since 8th of January 2021
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Next steps

 End of Voting: 2nd of April 2021

 TS expected to be available in 
Summer 2021



 The TS is an innovative standard that takes inspiration from different sources ...
 IEC 62443 (SL vector, Risk assessment, list of requirements)

 EN 50126 (life-cycle, threat log, cybersecurity case, SecRACs)

 CSM-RA (risk acceptance principles)

 ... adapted to railway context 
 Railway architecture model & zoning example

 Railway notes for Security Requirements

 Cybersecurity Design principles

 Cybersecurity & Safety interface

 Handling Legacy System

 Risk acceptance methods

 In 3 years the TS shall be re-examined and possibly transformed into an EN
 The success of this upgrade will depend on its capability to intercept the needs of the users

 One key element is the availability of a simple and easy-to-implement process 

prTS 50701 overview
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prTS 50701 overview - Scope - IT/OT
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prTS 50701 overview - Scope vs EN50126
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prTS 50701 overview – Reference Arch.
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prTS 50701 overview – Lifecycle
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prTS 50701 overview – Lifecycle
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prTS 50701 overview – Detailed risk assessment

 The process needs to take into account also legacy 
solutions or standards, this may be handled by 
reference systems or codes of practice, that need to 
be integrated with the SL approach.

 The process is carried out by zone/conduit and by 
threat.

 Finally the requirements for a zone/conduit are 
consolidated.

 This allows a non-disruptive move to 62443 but also 
preserves legacy solutions.
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Appendix 
Risk management process and independent assessment 
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How is a SL assigned?

 SL can be viewed as a qualitative 
means of risk reduction. It is 
assumed that each organization 
has a risk matrix with appropriate 
acceptance criteria.

 To obtain SL, the zone/conduit is 
evaluated taking into account all 
measures that a particular 
(candidate) SL vector implies.

 If the risk is acceptable then the 
SL-T is found. If not, add 
additional countermeasures 
(increase SL-T) and try again.
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prTS 50701 overview – Railway notes for Security Reqs.
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prTS 50701 overview – Safety and Security, Cybersecurity Case

 Usually there exist (a few) high-level security requirements that are safety-related

 In the Cybersecurity Case these are either
 shown to be fulfilled, or 
 fulfilled under assumptions that have to be exported as SecRAC, or
 partially fulfilled (compensating countermeasures have to be defined)

 Safety Case references the Cybersecurity Report

 Cybersecurity Case can be updated without change of the safety case
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Content of CyberSecurity Case 1/2
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Content of CyberSecurity Case 2/2
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 Dissemination of the TS 50701

 Capture return on experience to improve the TS 
and  transform it into an European Norm (EN)

 Collaboration with other standardization commitee
(IEC AHG 20, …)

 Preparation of submission of a NWIP to complete
the TS with additional material (e.g. topics related
to cybersecurity during operation and maintenance 
phases as security monitoring and security incident 
response)

Next steps
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Thank you for your attention!

christian.schlehuber@deutschebahn.com

serge.benoliel@alstomgroup.com
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